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Al Tabletops on Demand

Agentic Al-Powered Cyber Incident Response Exercises

Retire the Annual Tabletop. Make
Readiness Continuous.

Traditional cyber tabletops are expensive, manual
productions. Each exercise can require extensive
scenario design, facilitation, stakeholder scheduling,
tracking, and follow-up - and the result is often a once-
a-year snapshot of readiness.

Prepare exercises in minutes rather than weeks. As
offensive Al increases the velocity, volume, and
concurrency of incidents, organizations need a more
repeatable way to practice. Readiness has to become
an operating capability, not a calendar event.

Where the traditional model breaks down

New planning project for every exercise
Hard to schedule and repeat

Conference-room theory instead of
operational practice

Often centered on security rather than the
enterprise

Static notes and after-action reports

Al Tabletops On Demand

Al Tabletops on Demand is an agentic Al solution
powered by Rex Al® and built on the Rex Platform™. It
supports the complete exercise lifecycle - from
scenario design and facilitator preparation through live
execution, documentation, and follow-up improvement -
in the same governed environment teams can use
during real incidents.

© 2026 BreachRx, Inc. All Rights Reserved.

DATA SHEET

Al Tahletops On Demand At-a-Glance

On-Demand Exercises

Run whenever threats, procedures, teams,
regulations, or business conditions change.

Scenario & Facilitation

Create organization-specific scenarios,
moderator guides, timelines, prompts, injects,
and participant materials.

Rex Al Orchestration

Maestro and the Exercise Agent prepare,
run, and document exercises while people
retain decision authority.

Cross-Functional Practice

Bring security, legal, privacy, IT, communications,
risk, business leaders, executives, and outside
partners into the exercise.

Record, Reporting & Improvement

Capture a governed exercise record and
generate after-action reports, gap analyses,
and prioritized improvements.

Continuous Readiness

Support annual enterprise exercises plus
smaller simulations focused on specific teams,
incidents, business units, or decisions.

More Practice. Less Production.

Reduce manual design, facilitation, documentation,
and follow-up so teams can exercise more often.
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* Run on demand. Exercise whenever emerging

threats, updated procedures, hew team
members, changing regulations, or business
conditions create a reason to rehearse.

Rex Al coordinates. The Exercise Agent,
orchestrated through Maestro, automates
preparation, live coordination, and
documentation while humans retain judgment

o Practice the response. Work through

playbooks, roles, handoffs, approvals,
regulatory obligations, out-of-band
communications, and critical decisions.

Capture the learning. Capture actions,
decisions, approvals, observations, gaps, and
follow-up items, then generate reports and
prioritized improvements.

and decision authority.

Al coordinates the exercise. Your team practices the decisions.

From Annual Event to Continuous Readiness

Traditional tabletop exercises are difficult to repeat because every exercise becomes a new planning project.
That limits most programs to annual or occasional events and makes readiness a point-in-time snapshot.

Al Tabletops on Demand changes the operating model. Organizations can run annual enterprise exercises
plus focused simulations whenever threats, procedures, teams, regulations, or business conditions change -
without rebuilding the full production each time.

Most importantly, teams practice inside the same governed Rex environment that supports live response, so

the exercise tests how people actually coordinate, hand off work, make decisions, and preserve the record
under pressure.

[c—a?s‘ Traditional Tabletop # <>?> Al Tabletops On Demand
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I @ Annual or occasional

I @ New planning project each time

@ On demand + focused practice
Repeatable capability in Rex
Al-coordinated procedural work

| @ Manual facilitation and tracking

| @ Conference-room discussion Hands-on roles, workflows & decisions

I @ Often security-centered

I @ Separate from live-response tools

Cross-functional enterprise response

Same governed Rex environment

ONONONONONO

Structured record for improvement

I @ Static notes / after-action report

© 2026 BreachRx, Inc. All Rights Reserved. breachrx.com



https://www.breachrx.com/

CONTINUOUS READINESS

Exercise When Readiness Demands

Run short micro-exercises whenever threats, procedures, teams, regulations, or business conditions change
- from one handoff or decision point to a broader enterprise simulation.

¢ Repeat at the pace of change. Run focused micro-exercises on a schedule that matches how often the threat
environment actually changes - not how often a facilitator's calendar allows.

¢ Configure for the need. Tailor simulations to enterprise leadership, a specific team, incident type, business unit, or
decision point.

¢ Build muscle memory. More frequent practice helps teams become familiar with roles, escalation paths, and
response ownership.

Annual Tabletop On-Demand Readiness

Run focused tabletops any time with minimal prep.
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OPERATIONAL PRACTICE

Stop Talking About the Plan. Run It.

Instead of describing hypothetical actions in a conference room, participants work through roles, procedures,
handoffs, ownership, communications, and decisions in Rex. Teams can also rehearse the protected out-of-
band environment they would use if corporate email or collaboration systems were compromised or unavailable.

¢ Same operating environment. Exercise in the

ey
governed Rex Platform used during real incidents. = R Ex
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route approvals, validate response steps, rehearse

out-of-band communications, manage changing (® Roles & Ownership

facts, and document decisions. @ APPROVE
o Expose weak points early. |dentify outdated steps, & Workflows & Approvals

missing information, unclear ownership, broken
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incident is real. = prRCIDE
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AGENTIC Al COORDINATION

Al Coordinates the Exercise. Humans Make the Decisions.

The Rex Al Exercise Agent is orchestrated through Maestro, the Rex Platform's primary coordinator agent.
Together, they automate the work required to prepare, run, and document exercises while people remain in
control of the judgment and decisions that matter.

¢ Design and prepare. Generate moderator guides, exercise timelines, discussion prompts, scenario injects, decision
points, and participant materials.

¢ Orchestrate in real time. Deliver scenario developments, maintain context, and coordinate participant actions as
facts and conditions change.

¢ Human accountability and traceability. People retain control of consequential judgment, approvals, strategy, and risk
decisions. Every action Maestro and the Exercise Agent take is timestamped and attributable in the exercise record,
so security and legal can see exactly what the Al generated, what a person approved, and when.

CONTEXT EXERCISE
— Incident facts, Scenario, injects, OOO HUMANS DECIDE
— threat intel, scope, participants, Al coordinates. Humans decide.
impact, obligations objectives
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Set direction and Accept, mitigate,
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WORKFLOW RECORD
Playbooks, — Decisions, actions, Decisions are recorded and connected
dependencies, = approvals, artifacts, to the incident record.
approvals, SLAs S audit trail
ENTERPRISE RESPONSE

Security Detects. The Enterprise Responds.

Cyber incidents do not stay inside the SOC, so the exercise should not either. Al Tabletops on Demand brings
security, legal, privacy, IT, communications, risk, business line leaders, executives, and outside partners into
the same realistic simulation.
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¢ Test cross-functional response. Rehearse ownership,
escalations, approvals, regulatory obligations, stakeholder
notifications, out-of-band communications, and critical
decisions under pressure.

e Configure by audience. Tailor exercises for enterprise PRIVACY
leadership or specific functions, business units, and SHARED
outside partners. RESPONSE

¢ Build one operating picture. Keep teams aligned to the EXERCISE

same response context instead of separate timelines and
side channels.

Practice the cross-functional decisions and handoffs that
determine the business outcome.

CONTINUOUS IMPROVEMENT
Make Every Exercise Improve the Next Response

An exercise should not end as a static report. Actions, decisions, approvals, observations, gaps, and follow-up
items are captured in a governed record that teams can use to generate reporting, prioritize improvements,
refine procedures, and run the next exercise against a stronger operating model.

e Capture a consistent record. Document participant ¢ Turn lessons into improvement. Update roles,
actions, decisions, approvals, observations, gaps, procedures, playbooks, obligations, and future
and follow-up items in a governed environment. simulations so each exercise strengthens the

overall cybersecurity incident response

¢ Generate reports and recommended actions. management (CIRM) program.

Produce after-action reports, executive summaries,

gap analyses, and prioritized improvements with less * Retest what matters. Use future exercises to

manual reporting. validate that priority gaps were actually fixed.
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Integrated with the Rex Platform

Al Tabletops on Demand brings Al-powered preparation, continuous
practice, and live response into the Rex Platform. Teams can practice
the same roles, procedures, workflows, permissions, approvals,
reporting structures, and protected out-of-band communications
they rely on when the incident is real.

Unlike a standalone scenario generator or isolated training tool, Rex
connects exercise findings directly to the operating system used
during live response - creating a continuous improvement loop in
which practice improves procedures, procedures guide execution,
and lessons from execution strengthen future readiness.

Train like you fight - in the system you will use when it counts.

Key Capabilities

Complete Exercise Lifecycle

Capability Description Business Value

Create organization-specific simulations based on

emerging threats, incident types, business units, Keeps exercises relevant as threat and business
operational dependencies, and response conditions change.

requirements.

Scenario Design

Generate moderator guides, exercise timelines,

. . Lo L. . Reduces manual preparation and facilitation
discussion prompts, scenario injects, decision points,

Moderator & Facilitator

Content . . overhead.
and participant materials.
. Develop or adapt playbooks and validate procedures .
Playbook Creation & P ptp y L . P Finds procedural weaknesses before a real
. for outdated steps, missing information, unclear L
Testing . incident.
ownership, and unworkable handoffs.
Out-of-Band Rehearse moving coordination away from potentiall . .
.. . 9 A v p' Y Builds confidence that teams can operate when
Communications compromised or unavailable corporate email and .
. . primary tools cannot be trusted.
Practice collaboration systems.
Team-Specific Tailor simulations for enterprise leadership or specific Makes focused practice practical for the teams
Exercises functions, business units, and outside partners. that need it.
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Key Capabilities Continued

Complete Exercise Lifecycle

Capability Description Business Value

Deliver scenario developments, maintain context,
coordinate participant actions, and keep the exercise
moving as facts and conditions change.

Reduces manual coordination during live
exercise execution.

Real-Time Exercise
Orchestration

Rehearse ownership, escalations, approvals, regulatory
obligations, stakeholder notifications, out-of-band
communications, and critical decisions.

Tests enterprise response under pressure, not
only security readiness.

Cross-Functional
Response Testing

Document participant actions, decisions, approvals,

- - . Creates a defensible foundation for
observations, gaps, and follow-up items in a governed

Consistent Exercise

Record . accountability and improvement.
environment.

Reports & Produce after-action reports, executive summaries, gap Cuts manual reporting effort and accelerates

Recommended Actions | analyses, and prioritized improvements. follow-up.

Continuous Use findings to improve roles, procedures, playbooks, Turns every exercise into a stronger overall

Improvement obligations, and future simulations. CIRM program.
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About Us Contact Us

BreachRx's Rex Platform uses agentic Al to orchestrate enterprise- info@breachrx.com

wide incident response, enabling organizations to manage high- linkedin.com/company/breachrx
volume attacks, reduce chaos, and make fast, coordinated, defensible breachrx.com

decisions across teams.
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